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I. O01mue mooKeHus.

1.1. Hacrostmiee ITonoxxenne MAJIOY «Jlerckuii cag Ne®» (manee — JIOY) ompenenser mopsaox
oOpalleHust co CITyKEOHBIMH JIOKYMEHTaAMH M JIPYTUMHU MaTepHATbLHBIMA HOCUTEISIMH HH(DOpMAIIHH,
CoJIepKalTUMU CITy)keOHYI0 MH(OpPMAIIHI0 OTPAaHUYEHHOTO IOCTYyIA (paclpocTpaHeHus ), pa3paboTaHo
B coorBeTcTBUU ¢ DenepanbHbiM 3akoHOM OT 27.07.2006 Nel49-d3 (pen. ot 02.12.2019) «O6
uHpopMaly, UHOOPMAIIMOHHBIX TEXHOJOTHSIX M O 3ammre uHpopMmaruny, denepaabHbiM 3aKOHOM
or 27.07.2006 Nel52-®3 (pen. ot 31.12.2017) «O mnepcoHanbHBIX JIaHHBIX», [locTaHOBIECHUEM
[TpaButensctBa PD ot 01.11.2012 Nel119 «O6 yTBepkIeHHH TpeOOBAaHUMN K 3alUTE MEPCOHATBHBIX
JAHHBIX TP WX 00paboTke B HMH(DOPMAINMOHHBIX CUCTEMaX IEPCOHAIBHBIX JaHHBIX», [Ipukazom
INocrexkomuccuu Poccum ot 30.08.2002 No282 «CnenmaiibHple TpeOOBaHHMS M PEKOMEHIAIMHU TIO
TEXHUUYECKOH 3amuTe KOHPUACHIMATBEHOU HH(DOpMAIHI» TOCYAapCTBEHHAS TEXHHUECKAss KOMHUCCHS,
[Tpukazom ®CTOK Poccun ot 18.02.2013 Ne21 (pen. ot 23.03.2017) «O6 yrBepknennn CocTaBa u
COJIep KaHUsI OPTaHU3AIMOHHBIX U TEXHUYECKUX Mep MO 00eCreYeHHI0 0€30MacHOCTH TEePCOHAIBHBIX
JaHHBIX PU UX 00paboTke B MHGOPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX.

1.2. Tlonoxenue perymupyetr mnonutuky JOY mo ©Oe3omacHOCTH WH(POPMANMOHHBIX |
KOMMYHHMKAIIMOHHBIX PECYpPCOB M TEXHOJOTHI M OOIMUA MOpAIOK oOpalleHus ¢ JOKyMEHTaMH,
COJIEPIKALITUMHU CITY)KEOHYI0 HH(DOPMAIIHIO OTPaHUICHHOTO PACIIPOCTPAHCHHSI I YCTAHABIUBAELT:

- 00BEKTHI 3aIUTHl HHGOPMALIMU U CyOBEKTHI TOCTyMa K MH(pOpManuu WHGOPMAIIMOHHBIX CHCTEM U
peCypcoB;

- OCHOBHBIE YIp0o3bl HHPOPMAIIMOHHOM Oe30macHOCTH (fanee — nHopMaIrmoHHast 0€30TacHOCTD);

- OCHOBHBIE TIPUHITUIIBI TOCTPOCHUS CUCTEMBI 3amuThl HHPopMaruu JJOY;

- MepBbL, METOJIBI U CPEJCTBA OOecrieueHns: HHPOPMAITMOHHOM 0€30MaCHOCTH.

1.3. Hacrosimmee ITonoxenne pa3paboTaHo ¢ MENTBI0 YCTAHOBIICHUS HAJICKAIIETO MOPSIKa pabOThI
U co3/laHue 0e30MacHbIX YCIOBHMA Al oOydaromuxcs u corpyauukoB 10V (nanee — Yupexaenue), a
TaK JX€ WCKIIOYCHHS BO3MOXXHOCTH TPOHUKHOBEHHS TOCTOPOHHHX JIHI[, BHIHOCA MAaTEPHATBHBIX
[IEHHOCTEN, MHBIX HApYIIECHUI 00111eCTBEHHOTO MOPSJIKA.

1.4. lannoe Ilomoxenwe pasmernaercs Ha opunuanpHoM caiite JIOY B mH(DOpMammoHHO-
TEJIEeKOMMYHHUKAIIMOHHOU ceTH «THTepHeT.

1. O0BbeKTHI, MoaJIeKALIME 3AIHNTE.

2.1. B VYupexnenun oOpabaTbiBaeTcsi HHQOpMAIUs, COAEpiKallas CBEICHHUS OTrPaHUYEHHOTO
pacnpocTpaneHus (ciyxeOHas nHpopmanus, IepcoHaNbHbIe JaHHbIE), U OTKPBIThIE CBEICHUS. 3alluTe
MOJJIEKAT BCE MH(MOPMALMOHHBIE CHCTEMbI YUpPEXKJEHHUS, HE3aBUCHUMO OT HMX MECTOHAXOXKICHMUS,
YUCIISIIIMECS HAa OyXTaJITepCKOM yueTe Y UupexKIeHHs.

2.2. OcHOBHBIE OOBEKTHI, ITOJIEKAIIUE 3AIUTE:

- MH(OPMALMOHHBIE CHUCTEMbl MNEepcOHANbHBIX AaHHbIX (manee — MCII[IH), a Takke OTKpbITas
(oOmenoctynHas) uHpoOpMaIys, HeoOXoaumas sl padoThl Y UpeKICHHsI, HE3aBUCUMO OT (HOPMBI U
BUJIA €€ NPEICTABIICHUS;



- Iporiecchl 00paboTKH HH(OPMAIK B MHPOPMAIIMOHHBIX CHCTEMaX YUpekIaeHus, TH)OpMaIHOHHBIE
TEXHOJIOTHH, PETJIAMEHTHI M TIPOLIeAYphI cOopa, 00paboTKH, XpaHEHHUS U Nepeiaun HHPOPMAIIH;
- nHpOpMaIMOHHAsA WHPPACTPYKTYpa, BKIIOUYAIONIAasi CUCTEMbI 00pabOTKH M aHanu3a MH(GOpPMAIHH,
TEXHUYECKHE M MPOTpaMMHBIE CpeicTBa €€ 00paboTKH, Mepegadyd W OTOOpakeHHs, B TOM HYHCIIe
KaHaibl HMH()OPMAaMOHHOTO OOMEHa H TEJIeKOMMYHHKAllMH, CHCTEMBl M CpEACTBA 3alIHUTHI
nHpopMmaIuu.

2.3. Oco0EHHOCTH 00BEKTOB, ITOJIEKAIIUX 3AIHUTE:
- 0o0beMHEHNE B EAMHYIO CHCTEMY OOJBIIOrO KOJIMYECTBA TEXHHYECKUX CPEICTB 00pabOTKH W
nepeaadn nHHoOpMaIumy;
- HeOOXOJMMOCTh 00eCTIeYeHUST HENMPEPBIBHOCTH (DYHKIIMOHUPOBAHUS Y UPEIKIACHUS;
- BBICOKasi ”HTEHCUBHOCTH MH(OPMAIIMOHHBIX TOTOKOB;
- pa3HOOOpa3ye KaTeropyuil MoJIb30BaTEIEH.

I11. Ieau u 3axa4u cucTemMbl obecniedeHnsi HHGOPMAIMOHHO 0€30MACHOCTH.

3.1. CyObwekThl aoctyna K wHbOpMamuM Npu obecriedeHrH HHEGOPMAIIMOHHONW O0e30MMacHOCTH
VYypexneHus sBIAIOTCA:

- paboOTHUKH YUpEeKICHUS, YydYacTByWOIHEe B HHPOPMAIMOHHOM OOMEHE B COOTBETCTBHH C
BO3JIO)KEHHBIMHU Ha HUX JIOJDKHOCTHBIMH O0SI3aHHOCTSMU;

- (¢usnyeckue M, CBEIEHUS O KOTOPBIX HaKaIUIMBAIOTCS, XpaHATCS U 00paldaThIBalOTCS B
MHPOPMALIMOHHBIX CUCTEMax YupexaeHus (B COOTBETCTBMM cO cT.14 DenepanbHOro 3akoHa OT
27.07.2006 Nel152-®3 «O nepcoHaNbHBIX JAaHHBIXY;

- COTPYAHUKM BHEUIHMX OpraHu3aluil, 3aHUMAIOIUXCS pa3pabOTKOMl, MOCTaBKOW, PEMOHTOM U
00cIiTyKMBaHUEM 00OPYIOBAHMS I HHPOPMAIIMOHHBIX CUCTEM.

3.2. [lepeuncieHHbIM CyOBEKTaM JOCTyIa K MHQOpMAIMK HEOOXOAUMO 00€CIICUUTh:

- CBOEBPEMEHHOCTb JI0CTYIa K HE00X0IMMOM UM MHpOpMaLuu (€€ JOCTYITHOCTb);

- JOCTOBEPHOCTH (IIOJIHOTY, TOYHOCTh, AKTYaJIbHOCTD, LIEIOCTHOCTh) HH(POPMALIUY;

- KOH(UIEHIUANbHOCTh (COXpaHEHHE B TallHE) OIpeneseHHOW 4YacTh HHGOpMaluu, 3aIIUTy OT
HaBSI3bIBAHUS JIO)KHOM (HEI0CTOBEPHOM, HCKAKEHHOI ) MH(pOpMaLUY;

- BO3MOJKHOCTb OCYILIECTBJICHHUS KOHTPOJS W YNpaBieHHUs HpoleccamMu 00pabOTKM M Iepeaaydu
uHpOpMaLuy;

- 3aIIUTY UH(OPMALMK OT HE3aKOHHOT'O PACIIPOCTPAHEHMUS.

3.3. Llenpto 3amuThl HH(GOPMALMK, HAa TOCTHKEHUE KOTOPOU HarpasiieHo Hactosuiee Ilonoxenue,
ABJIAETCA 3alUTa OT BO3MOXKHOIO HAHECEHUs CyOBEKTOM J0CTyIla K MHPOpMALUH MaTepHaJIbHOTO,
($u3M4ecKOro, MOpPaJIbHOITO WJIM HMHOTO YIIiepOa MOCPEICTBOM CIIy4alHOrO WJIM IpeJHaMepeHHOIo
BO3JICHCTBUSl HAa HMH(}OpMAILMIO, €€ HOCUTENH, MpoLecchl 00padOTKU U Mepenayd. YKa3zaHHas LEeb
JIOCTUTAETCsl TOCPEACTBOM OOECIEUYEeHUs] M IOCTOSHHOIO MOJJIEP)KaHUS CIEAYIOIIUX CBOMCTB
nHbopMaLuu:

- JIOCTYHHOCTM MH(OpManmuu s aBTOPU30BAHHBIX CYOBEKTOB JocTyna  (yCTOWYMBOTO
(GYHKIIMOHUPOBAHUSA CHCTEMbI, IMpPU KOTOPOM aBTOPU30BAHHBIE CYOBEKTBHI JIOCTyIla HMEIOT
BO3MOKHOCTb ITOJTy4eHHsI HeOOXOAMMOM HH(pOpMaIHN);

- 1LEJOCTHOCTH M ayTeHTHMYHOCTH (TOATBEP)KIACHHE aBTOPCTBA) HH(GOpMalUU, XpaHUMOU U
oOpabaTbIBaeMOM B cUCTEMaxX YUpexIeHUs U NepeiaBaeMoil 10 KaHanaM CBS3HU;

- KOH(HUIEHIIMATLHOCTH — COXPAaHEGHHMsI B TalHE OMNpeeTeHHOW 4YacTh WHOOpMAIUU, XPaHUMOH,
oOpabaTbiBaeMOll M TmepefaBaeMoil Mo KaHajgaMm CBs3H. HeoOXonuMmblii ypOBEHb JOCTYHMHOCTH,
LEJIOCTHOCTH U KOH(PHIEHUMATbHOCTH HH(pOpMaluKd 0OecreurnBaeTcss METOJaMHU M CpPEeICTBaMH,
COOTBETCTBYIOILIMMU MHOYKECTBY 3HAUNUMBIX yIPO3.

3.4. OcHOBHBIE 3a1a4M CUCTEMBI oOecrieueHruss HHGOPMAITMOHHON Oe30macHOCTH. st MOCTHKEeHMS
OCHOBHOM IIeMM 3amMThl M 00ECHedeHUs] yKa3aHHbIX CBOMCTB HH(pOpMAIMU  CUCTeMa
nH(popMaInmoHHas 6€30MaCHOCTh JOHKHA 00ECIIeYNBATh PEIICHUE CIICTYIONTUX 3a1a4:

- CBOECBPEMEHHOE BBISBJICHHE, OLIEHKA M IMPOTHO3MPOBAHHE HMCTOYHHKOB YIpo3 HMH(OPMAIIOHHON
0€30MacHOCTH, TPUYMH W  YCIOBUW, CHOCOOCTBYIOIIMX HAHECEHHIO yiiepba CcyObekTam
MH(POPMALMOHHBIX OTHOUICHUH, HAPYIICHUIO HOPMAJILHOTO ()YHKIIMOHUPOBAHUS CHCTEM;

- cO3[]aHNe MEXaHNU3Ma OIEepaTUBHOTO pearupoBaHUs Ha yrpo3bl O€30MacCHOCTH UH(OPMALINK;



- CO3JlaHUE YCJIOBMM /JIi MUHUMHU3AIMUA M JIOKAIM3AIMU HAHOCUMOTO yIiiep0a HemnpaBOMEpPHBIMHU
JNEeUCTBUAMU (DU3WYECKUX U FOPHIAMYECKHX JIUIl, OCIa0JieHHe HETaTUBHOTO BIMSHUS WU JIMKBUAAIUS
MOCJIEJICTBUM HapylIeHUs] 0€3011aCHOCTH UHPOPMALUY;

- 3aIIMTY OT BMEIIATEILCTBA B MPOIeCcC PYHKITMOHUPOBAHMS CHCTEM Y UPEKICHHUS TMTOCTOPOHHUX JTHI]
(mocTynm K WH(POPMAIMOHHBIM pecypcaM JODKHBI HUMETh TOJBKO 3apeTHCTPUPOBAHHBIE B
YCTaHOBJICHHOM TOPSIKE IMOJIb30BaTEIN );

- pasrpaHWuYeHUe JOCTYIIA MMOJIb30BaTelel K HGOPMAIMOHHBIM, allapaTHBIM, TPOTPAMMHBIM U HHBIM
pecypcaMm - obecredeHue JIOCTyIa TOJIBKO K TEM pecypcaM M BBITIOJHEHHS TOJBKO TEX OIeparui ¢
HUMH, KOTOpPBhIE HEOOXOIUMBI KOHKPETHBIM IIOJIb30BATENISIM JJIsl BBIMOJTHEHUS CBOMX CIIYXKEOHBIX
0053aHHOCTEM;

- obecreyeHne ayTEeHTHU(UKAIMK II0JIb30BaTENeH, YJYacCTBYIOIIMX B HWH(POPMAIMOHHOM OOMEHE
(moaTBepKACHUE TIOIJTMHHOCTH OTIIPABUTENS U TIOJTydaTelist HHPOpPMAIIUHN );

- 3aIATy OT HECAHKIMOHUPOBAHHOW MOJM(PUKAIMH HUCIOJB3YEMBIX B CHCTEMaX MPOrPaMMHBIX
CpPEACTB, a TaK)Ke 3alllUTy CHUCTEM OT BHEJAPEHHS HECAHKIIMOHUPOBAHHBIX MPOTpaMM, BKIIOYAs
KOMITbIOTEPHBIE BUPYCHI;

- 3aITUTY HH(POPMAIIUK OT YTEUKH 110 TEXHHUYESCKUM KaHaJlaM MpHU ee 00paboTKe, XpaHEHUH U Tiepeiaue
10 KaHajaM CBSI3H.

3.5. OcHOBHBIC MYTH PEIICHUS 3a/Jad CUCTEMbl MH(GOPMAITMOHHOW O€30MacCHOCTH YUpEekKICHUS.
OcHOBHBIE 1eNU oOecTieueHus: HHPOPMAIIMOHHOW OE30TaCHOCTH M PEIICHUE MEePEUNCICHHBIX BHIIIIE
3aJa4 JOCTUTAIOTCS:

- Y4ETOM BCEX MOJUISKAIIUX 3aIUTE UHHOPMAITMOHHBIX CUCTEM Y UPEKICHUS;

- yuéTOM JEeHCTBUN MepCcoHaja, OCYIIECTRISIOMEro 00CTyKUBaHUE U MOIU(UKAITUIO TIPOTPAMMHBIX 1
TEXHHUYECKHUX CPEJICTB KOPIOPATUBHOU MH(DOPMAIIMOHHONU CUCTEMBI;

- TIOJIHOTOW, peaJbHON BBIMOJHUMOCTBIO W HENPOTHBOPEYHUBOCTHIO TPEOOBAHMHA JIOKAIBHBIX
HOPMATUBHBIX aKTOB Y UPEKICHUS 110 BOTIPOCAM oOecTieueHus] HHPOPMAITMOHHON 0€301macHOCTH,

- MIOJATOTOBKOM JTOJDKHOCTHBIX JIMI (PAOOTHUKOR), OTBETCTBEHHBIX 33 OpTaHU3AIUIO

U OCYIIECTBIICHUE MPAKTUICCKUX MEPOTPHUATHIA 10 00eCTIeUeHNI0 HH(DOPMAIIMOHHON 0€301TaCHOCTH;

- HaJIeJICHUEM KaXKJ0ro paboTHHKa (TOJIb30BaTeNsl) YUPEKAECHUS MUHUMAIBLHO HEOOXOIUMBIMH IS
BBIMIOJTHCHUSI WM CBOMX (YHKIIMOHAIBHBIX OOS3aHHOCTEH IMMOJIHOMOYHSAMHU TIO JIOCTYNy K
HH()OPMAITMOHHBIM pecypcaM Y upeKaeHus,

- YETKMM 3HAHHEM U CTPOTHM COOIIIOJICHUEM BCEMH TOJIh30BATEISIMA WH(OPMAIMOHHBIX CHCTEM
Yupexaenus TpeOOBaHUH JIOKAJIbHBIX HOPMATUBHBIX aKTOB YUPEXKICHHS 10 BOIIPOCaM OOECIIeUeHUs
WH(POPMAIIMOHHON 0E€30MMaCHOCTH;

- TIePCOHAJBHOW OTBETCTBEHHOCTBIO 3a CBOM JEWCTBHUS KaXIOro paOOTHHKA, B paMKax CBOUX
(GYHKITMOHATBHBIX 00513aHHOCTEH UMEIOIIETO JOCTYI K MH(OPMAIIMOHHBIM pecypcaM Y UpexkICHHUS;

- HENpPEphIBHBIM  TOJJEpPKaHUEM  HEOOXOAMMOTO  ypOBHS  3AIMIICHHOCTH  AJIEMEHTOB
WH(POPMAIIMOHHBIX CUCTEM Y UpPEKICHNUS;

- TNPUMEHEHHEM MPOTPaMMHO-AMMAPATHBIX CPEJCTB 3alUTHl HMHPOPMAIIMM W HENPEPHIBHOM
aIMUHUCTPATUBHON MOJJIEPKKON UX UCTIOJIb30BAHMUS;

- 3¢ (}EeKTUBHBIM KOHTPOJIEM HaJ COOIIOJEHHEM TIOJb30BaTeIIMH HH(GOPMAIIMOHHBIX PECYPCOB
VYupexaeHus TpedoBaHui 0 o0ecredeHn0 HHOOPMAIIMOHHONW O€30TTaCHOCTH.

IV. OcHoBHbBIE YIpo3bl HHPOPMALMOHHOMH 0€30IACHOCTH YUYpeKIeHUS.

4.1. CymecTtByeT aBa BUa yrpo3 HHPOPMAITMOHHON 0€30MacHOCTH:
- HICKYyCCTBEHHBIC — YTPO3bI, BEI3BAHHBIC JCSITEITLHOCTHIO YEIIOBEKA;
- €CTECTBEHHBIE — YTPO3bl, BBI3BaHHBIC BO3ICHCTBUAMH Ha HHPOPMALIMOHHYIO CUCTEMY U €€ 3JIEMEHTHI
OOBEKTHBHBIX (PH3MUECKUX TIPOIECCOB TEXHOTCHHOTO XapakTepa WIM CTUXHHHBIX TPUPOIHBIX
SBJICHUI, HE 3aBUCAIINX OT YeJIOBEKa.

4.2. Hanbonee 3HaUMMBIMH YTpo3aMy HHPOPMAIIMOHHON O€30MaCHOCTH Y UpexkaeHus (CcrocodaMu
HaHeceHus yuiepoa cyobekTaM HHPOPMALMOHHBIX OTHOIICHUI) SBIISIFOTCS:
- HapylmieHHe (QYHKIUOHAIBHOCTH KOMIIOHCHTOB HWH(MOPMAIIMOHHBIX CHCTEM YUPEKIACHUS,
OnmokupoBaHue HMHGOPMAIMM, HAPYLICHHE TEXHOJIOIMYECKHX IIPOLIECCOB, CPBIB CBOCBPEMEHHOTO
peleHus 3a/1a4;



- HapylUIeHHWE NEIOCTHOCTH (MCKakKeHUe, IOJMEHA, YHHUYTOXXEHHE) WH(POPMAIMOHHBIX PECYPCOB
Yupexaenus, a Takxke hanbcudukamnms (MoaaesKa) T0KyMEHTOB;
- HapylIeHue KOH(QUACHIIMAIBHOCTH (pa3TialleHne, yTeuKa) IepCOHAIBHBIX TaHHBIX.

4.3. OCHOBHBIE UICTOYHUKH YIPO3 HHPOPMAIIMOHHON O€30MTaCHOCTH Y UpEiKACHUS .

- HeTpeJHaMepEeHHbIE (OIMOOUHBIE, ClIy4yaiiHble, O€3 3]I0r0 yMbICIAa U KOPBICTHBIX 1ieJiel) HapyIIEeHUs
YCTaHOBJICHHBIX PErjiaMeHTOB cOopa, o0paboTKM u mepenadn WHGOpMalUU, a Takxke TpeOoBaHUI
Oe3omacHOCTH WH(pOpPMAMK W JpyrHe JSHCTBHUS TIONMb30BaTeNeld WH(OPMAIMOHHBIX CHCTEM
VYupexnenus (B TOM 4yuclie paOOTHHUKOB, OTBEYAIOUIMX 3a OOCITY>KMBaHHWE M aJIMUHUCTPUPOBAHME
3JIEMEHTOB WH(OPMAIIMOHHBIX CHUCTEM), PUBOJAIINE K HEIPOU3BOJUTEIBHBIM 3aTpaTaM BPEMEHU U
PECYpCOB, pa3riiallieHUIO CBeIEHUI OTPaHUYEHHOT'0 PacCpPOCTPaHEHHs], TOTepe IEHHON HH(pOpMaIuu
WJIM HAPYLIEHUIO0 pab0TOCIIOCOOHOCTH AJIEMEHTOB HH(POPMAIIMOHHBIX CUCTEM;

- IpeTHaMEPEHHbIE (B KOPBICTHBIX LEJSIX, 0 MPUHYKIEHUIO TPETHUMHU JIMIIAMH, CO 3JIbIM YMBICIOM H
T.I.) IEUCTBUSI JIETAJIbHO JIOMYIICHHBIX K MH()OPMAIIMOHHBIM pecypcaM YUpekIeHHs MOJb30BaTese
(B ToM umcrne paOOTHHMKOB, OTBEUYAIOIIUX 32 OOCIY)KMBAaHUE M aJIMUHUCTPUPOBAHHME 3JIEMEHTOB
MHPOPMAIIMOHHBIX CHUCTEM), KOTOpbIE NPHUBOIAT K HENPOW3BOAMTENBHBIM 3aTpaTaM BpPEMEHH H
PECYPCOB, pasIIallieHUI0 CBEACHUI OTPaHMUYEHHOTO PacCIpOCTpPaHEHHUs, MOoTepe IIEHHON MH(pOopMaIun
WM HapyLIEHUIO pab0TOCIIOCOOHOCTH 3JIEMEHTOB MH(POPMAILIMOHHBIX CUCTEM Y UpEKIACHMUS,

- yJIaJeHHOE HEeCaHKIMOHHPOBAHHOE BMEIIATENIHCTBO MOCTOPOHHUX JIUIl U3 BHEIIHUX CETel 00IIero
HazHaueHus (Ipexkae Bcero uvepe3 cerb HTepHeT), yepe3 JerajbHble W HECAaHKIMOHUPOBAaHHBIC
KaHaJIbl MOJKIIOYCHHS K TAKUM CETSIM, UCIOJB3Ysl HEIOCTaTKU MPOTOKOJIOB OOMEHA, CPEJICTB 3allUTHI
Y pa3TpaHUyYEHHUs yIaJeHHOIO JOCTYIa K HH(OPMallMOHHBIM pPECypcaM;

- OWIMOKM, TOMYIICHHbIE NMPHU Pa3padOTKe AJIEMEHTOB MH(GOPMAIMOHHBIX CHUCTEM YUPEXKICHUS U UX
CHCTEM 3alIHTHI, OITMOKH B TPOrPaMMHOM O0ECTIEYeHNH, OTKA3bl U COOM TEXHHUYECKHUX CPEZACTB (B TOM
YHCIie CPEJCTB 3alIUTH HHPOPMAIIIH);

- TEXHUYECKHE COOU 2JIEMEHTOB UH(POPMAITMOHHBIX CUCTEM.

4.4. [Tyt peanuzaiuu yrpo3 HHGOPMAIIMOHHON 0€30MaCHOCTH Y UpEexKACHUSI.

44.1. Ilytm peanu3auuu HEMPEJHAMEPEHHBIX HMCKYCCTBEHHBIX YTpO3 HWH(POPMAIMOHHOM
0€30MacHOCTH Y UpeKICHHUS.

PaGotHukn ~ YupexaeHus,  SBISIOIIMECS ~ aBTOPU30BAaHHBIMH  CyOBEKTaMH  JOCTyma
WHGOPMALIMOHHBIX CUCTEM, a Takke pabOTHUKH, OOCITYKUBAIOIINE OTAENbHBIE JIIEMEHTHI
MHQOPMALIMOHHBIX CHUCTEM, SBISIIOTCS BHYTPEHHHMMH WMCTOYHHKAMH CIIyY9alHBIX BO3/IECHUCTBUIA.
OcHOBHBIE TyTH peanu3ali HENpeIHAMEPEHHBIX HMCKYCCTBEHHBIX (CyOBEKTHUBHBIX) YIpO3
MHPOPMALMOHHON 0€30MacHOCTH  YUpexxJeHHus (IeHCTBHS, COBEpIIaeMble JIOIbMHU CIIy4aillHO, II0
HE3HaHWI0, HEBHUMATEJIBHOCTH MU XaJaTHOCTH, U3 JIOOOMBITCTBA, HO 0€3 3JI0T0 YMBICTA):

- HEOCTOPOXKHbIE  JCHCTBUS, NPUBOJALIME K YAaCTUYHOMY WJIM TOJHOMY  HapyLICHUIO
(GYHKIIMOHAJIBHOCTH 3JIEMEHTOB UH(POPMAIIMOHHBIX CHCTEM Y UPEKACHHUS;

- HEOCTOPOXHBIE JEHCTBHSA, TPUBOAIIME K pasMIalleHHI0 WHPOPMAIMKA  OrpaHMYEHHOTO
pachpoCTpaHeHuUs WK AeNaIoIue ee 001Ie0CTYTHOM;

- pasriamieHue, Tepegavya WIH yTpaTa aTpuOyTOB pa3rpaHUYeHHs A0CTyma (KIoYei (JIOTHHOB),
napoJsieil, KIIFoueBbIX HOCUTENEH U T. I1.);

- ITHOPUPOBAHHE YCTaHOBIICHHBIX MIPABUJI MPH paboTe ¢ HHPOPMAITMOHHBIMU PECYPCAMU;

- TMPOEKTUPOBAHHE aAJITOPUTMOB OOPAOOTKH IaHHBIX, pa3paboTKka MporpaMMHOro oOecreyeHHs ¢
BO3MOXKHOCTSIMU, IIPEJICTABISIOUIMMH OMACHOCTb JJIs1 (YHKIIMOHUPOBAHUS UHPOPMALIMOHHBIX CUCTEM
¥ MH()OPMAIIMOHHON 0€3011aCHOCTH Y UpeKaAeHu,

- nepechlIka HHGOpMalMU N0 OMIMOOYHOMY AJIEKTPOHHOMY ajipecy (YCTpOHCTBa); BBOJ OMIMOOUYHBIX
JAHHBIX;

- HEOCTOPOXKHAs Mopya HocuTesell uHpopManuy;

- HEOCTOPOYKHOE MOBPEXKACHUE KAHAJIOB CBSI3U;

- HENpaBOMEpPHOE OTKJIIOYEHHE O0O0OpYyAOBaHMS WJIM H3MEHEHHE pPEXKUMOB pabOThl 3JIEMEHTOB
UH(POPMALIMOHHBIX CHCTEM;

- 3apa)KeHUE KOMITbIOTEPOB BUPYCaAMU;

- HECAaHKIMOHUPOBAHHBIM 3allyCK TEXHOJIOTMYECKHMX HpPOTrpaMM, CIIOCOOHBIX BbI3BaTh IOTEPIO
paboTOCIIOCOOHOCTH 3JIEMEHTOB MH()OPMALIMOHHBIX CHUCTEM HWJIM OCYIICCTBIISIONINX HEOOpaTHUMBIC B



HUX W3MeHeHHs ((PopMaTHpOBaHHE WIM PECTPYKTYpPHU3AIMIO HOCHTENEeH WHQpOpMaluu, yAajJeHHe
JTaHHBIX );
- HEKOMIIETEHTHOE MCIIOJIb30BaHUE, HACTPONKA UIIM HEIIPABOMEPHOE OTKIIFOUECHUE CPEICTB 3AILUTHI.

4.42. TIlytm peanuzanuy MOpeJHAMEPEHHBIX  HCKYCCTBEHHBIX  (CYOBEKTHUBHBIX)  YIpo3
MH(POPMALMOHHON O€30MacHOCTH.

OcCHOBHbIE BO3MOXKHBIE MyTH YMBIIIJICHHOW J1€30praHu3alnuyd paboThl, BHIBOJIA DJIEMEHTOB
MHQOPMAIIMOHHBIX CHUCTEM U3 CTPOsi, HECAHKIMOHUPOBAHHOTO JOCTynma K HHpopManuu (c
KOPBICTHBIMU IIEJISIMH, TIO IPUHYKACHUIO, U3 JKETaHHUsI OTOMCTHUTH):

- YMBIIUICHHBIE  JACHCTBUSA, MNPHUBOJAIIME K YaCTUYHOMY WIM IIOJJHOMY  HapyILICHHIO
(GYHKIIMOHATBHOCTH 3JIEMEHTOB UH(POPMAIIMOHHBIX CHCTEM Y UpEiKACHHUS;

- JeHCTBHSA TO Je30praHu3ainul (QyHKIHOHHUPOBAHUS HWH(POPMAIMOHHBIX CHCTEM YUPEKICHHS,
XHIEHUE DIIEKTPOHHBIX JOKYMEHTOB U HoOcuTened wuHpopMmaluu;, HECaHKIIMOHUPOBAHHOE
KOTMMPOBAHHUE JIEKTPOHHBIX JIOKYyMEHTOB U HOCUTEJIEH HHpOpMAaInu;

- YMBILIUIEHHOE HCKa)XKeHHEe H(OpPMaIUY, BBOJI HEBEPHBIX JTAHHBIX;

- OTKJIIOYEHHE WJIM BBIBOJ W3 CTPOs MOJACHCTEM oOecreueHHs] (YHKIMOHHPOBAHUS HIIEMEHTOB
MHGOPMALIMOHHBIX CHCTEM (DJIEKTPONHUTAHUSA, OXJAXKIEHUS W BEHTWISAIUH, JIMHUM M amnmapaTypsl
CBSI3H);

- IepexBaT JaHHBIX, IEPEIABAEMBbIX 10 KaHAJIaM CBSI3U U UX aHAJIN3;

- HE3aKOHHOE TIOJlyueHHe aTpuOyTOB pasTpaHWYeHUs JOCTyma (MCIONB3ysl  XaJaTHOCTb
MOJIb30BaTeNeH, MyTeM MOAJIENKH, MoAO0pa maposs);

- HECAaHKIMOHMPOBAHHBIH JOCTYN K pecypcaM HH(POPMALMOHHBIX CHUCTEM C pabodMx CTaHIUN
aBTOPU30BAHHBIX CYOBEKTOB JJOCTYIIA;

- XMIIEHUE WX BCKPBITHE MH(POB KPUITO3AIINUTHI HHPOPMALINH;

- BHEJPEHHE allapaTHbIX M MPOTPAMMHBIX 3aKJIaJ0K C LEJIbI0 CKPBITHO OCYIIECTBISATH AOCTYI K
MHPOPMALIMOHHBIM  pecypcaM MM JIe30praHu3anud  (QYHKIMOHHPOBAHUS  DJIEMEHTOB
MHGOPMALIMOHHBIX CUCTEM Y UpeXkKICHUS;

- HE3aKOHHOE HCITOJIB30BaHMUE DJIEMEHTOB WH(MOPMAIIMOHHBIX CHCTEM, HapyIIaolIee MpaBa TPEThHX
AL

- IPUMEHEHHUE MOJICIYLINBAIOLUINX YCTPOICTB, (JOTO M BHUJEO ChEMKa JJIsl HECAaHKIMOHHPOBAHHOIO
cheMa UH(pOopMaIHH.

4.5. IlyTn peanu3anuy OCHOBHBIX €CTECTBEHHBIX YIp03 HH(POPMAIIMOHHOW O€30MacHOCTH:

- BBIXOJ U3 CTpOs 000pyIoBaHMs HH(MOPMAIMOHHBIX CHUCTEM M OOOpYIOBaHUS OOECHEUYEeHHs €ro
(bYHKIMOHUPOBAHUS;

- BBIXOJ1 U3 CTPOS WM HEBO3MOXKHOCTh MCIIOJb30BaHUS JIMHUH CBSA3H;

- I0’Kapbl U CTUXUIMHBIE OEICTBHUS.

4.6. Mojienib BO3MOKHBIX HApYIIUTENCH.

4.6.1. Tunsl HapymUTENEH:

C ydeToMm KaTeropuu JIMIl, MOTUBAIIMU, KBaNU(UKALIUN, HATUYHS CTIEIIMATBbHBIX CPECTB:

HekoMmmeTeHTHBIN (HEBHUMATENBHBIN) TMOJIb30BaTeIh — PAOOTHUK Yupexnenuss (v
MoJIpa3/iesieHns BHEUTHEH opraHu3aluy, 3aHUMarolelcs o0CIyKuBaHUEM HH(POPMAIIMOHHBIX CHCTEM
Vupexnaenus), NpeaNpUHUMAIONINNA TOMBITKA BBIMOJHEHUST 3alpPEIICHHBIX JIEWCTBUN, TOCTyNma K
3alMIIAeMbIM pecypcaM HH()OPMAIIMOHHBIX CUCTEM C TMPEBHIINICHHEM CBOUX MOJTHOMOYHWH, BBOJAA
HEKOPPEKTHBIX JaHHBIX, HAPYILICHUs MPaBUJ U PErjiaMeHTOB paboThl ¢ MH(OpMaIMel, 1eHCTBYS 10
omnOKe, HEKOMIETEHTHOCTH WMJIM XaJaTHOCTU 0e3 yMbIClia M HUCHOJB3YIOUIMH MPH 3TOM TOJIBKO
LITaTHBIE CPEJCTBA;

JIroburens — pabOTHUK YupexaeHus (KU oApa3/iesieHHs BHEIIHEH OpraHu3aliy, 3aHUMAaroIencs
o0ciy)KuBaHUEM HH(OPMALIMOHHBIX CHUCTEM YUpPEXKJEHHUs), NbITAIOUIUICS HApyLIUTh CUCTEMY
3alUThl 0€3 KOPBICTHBIX LIEJIeH, YMBICIIA WIN AJIi CAMOYTBEPKACHUS.

[Ipy 3TOM HCHIONB3YIOTCS Pa3INYHbIE METOJBI ITOIYUYEHHUS JTOMOJIHUTEIBHBIX TOJJHOMOYHN JOCTYyIIa
K pecypcaM, HENOCTaTKU B IIOCTPOCHUU CHUCTEMBI 3aILUMTBI U JOCTYIHbIE €My IITAaTHBIE CPEICTBA
(HECaHKIIMOHUPOBAaHHBIE JEHCTBUS IOCPEICTBOM MPEBBIIICHNS CBOMX MTOJIHOMOYHII Ha UCIIOJIb30BAHUE
pa3pelIeHHbIX CPEICTB), HEIUTATHbIE HWHCTPYMEHTAJIbHBIE M TEXHOJOIMYECKHE IPOrpaMMHbIE
CpE/ICTBA, CaMOCTOSITENIbHO pa3padOTaHHBIE MPOrpaMMbl WM CTaHJAPTHBIE JIONOJHUTEIbHBIE
TEXHUYECKHUE CPEICTBA.



BuyTpennuii (BHEIIHUMN) 37OYMBIIUICHHUK - aBTOPU30BaHHBIM CyOBEKT MOCTyma (IMIOCTOpPOHHEE
JMII0) JEHUCTBYIOLIMH IIeJIeHaNpaBleHHO (B TOM 4YHCIE B CrOBOpE C JIMIIAMHU, HE SBISIOLIUMUCS
paboTHuKaMu YupexaeHus). [Ipu 3ToM UCIIonb3yl0TCsl METOBI U CPEJICTBA B3JIOMA CUCTEMBI 3allUTHI,
BKJIIOYAasl areHTypHbIE METO/Ibl, TACCUBHBIE CPEJCTBA (TEXHUYECKHUE CPEACTBA MEPEeXBaTa), METOAbI U
CpeIcTBa aKTUBHOTO BO3JEHCTBHSA (MOAM(UKALNS TEXHHUECKUX CPEACTB, MOIKIIOUEHHE K KaHaJIaM
nepefjaud  JIaHHbIX, BHEJIPEHHE MPOTPaMMHBIX 3aKJIaJOK W  HCIOJIb30BaHHE CHElMaIbHbBIX
MHCTPYMEHTAIBHBIX W TEXHOJOTMYECKHX TIPOrpaMM), a Takke KOMOWHAIMM BO3JCUCTBHH, Kak
U3HYTPH, TaK U U3BHE YUPEKACHUS.

4.6.2. BHyTpeHHUE HapyIIUTEIN:

BHyTpeHHUM HapylmmMTenaeM MOXET ObITh JIMIO M3 CIEAYIOIIUX KaTeropuil pabOTHUKOB
YupexaeHus:
- 3aperuCTPUPOBAHHBIE TIOJIB30BATENM M IEPCOHAN, OOCIYKUBAIOIIUNA TEXHUYECKUE CpeAcTBa
MH(POPMAIMOHHBIX CHCTEM Y UpeXKICHuUS,
- paOOTHUKH, B TOM YHCJIE PyKOBOAUTEINH, HE ABISAIONINECS 3apETUCTPUPOBAHHBIMU MOIb30BATEISIMUA U
HE JOMYIIeHHbIE K MH(MOPMAIMOHHBIM pecypcaMm YUpeXJeHHUs, HO MMEIOUINe JOCTYN B 3JaHUS H
MOMEIICHHUS;
- paOOTHUKH, B TOM 4YHUCJIE PYKOBOAMTENM, 3a/J€HCTBOBAHHbIE B pa3padOTKE U COINPOBOXKIACHUU
IPOTrPaMMHOT0 00ecIIeYeHusl.

4.6.3. BHenHNe HapyIIUTENN:

BHenHuM HapymmreaeM MOKET OBITh JIMIO U3 CIEAYIOLUINX KaTerOpHii:
- pabOTHUKHN YUpeXJIeHHUs, C KOTOPbIMH MPEKpaIleH (pacTOprHyT) TPy 10BOM JOTOBOP;
- NPEJICTaBUTENM BHEIIHUX OpraHU3alui, 3aHMMAIOLIMXCS pa3pabOTKOM, MOCTaBKOM, PEMOHTOM M
00CITy’)KUBaHUEM 3JIEMEHTOB HH()OPMALIMOHHBIX CUCTEM;
- YJIEHBI IPECTYIHBIX OPraHU3aLUI W JIMLA, 1eHCTBYIOLIHE [0 UX 33JaHHIO;
- TU1a, CIy4YalHO WM YMBIIUIEHHO IPOHUKIINE B JIOKAJIbHYIO BHIYMCIUTENIBHYIO CETh Y UPEXKICHUS U3
BHEIIIHUX TEJIEKOMMYHHUKAIIMOHHBIX CETEeH (XaKephl);
- aIMUHHUCTPATOPbl aBTOMATU3HPOBAHHBIX CUCTEM Y UPEKICHMSI, UMEIOLINE HEOTPAHUUYEHHBIN JTOCTYII
K MH(QOPMALIMOHHBIM pecypcaM KOMIIOHEHTOB KOPIOPAaTUBHOW HWH(MOPMALIMOHHOM CHUCTEMBI.
AJMUHUCTPAaTOpPbl ABTOMAaTU3WPOBAHHBIX CHCTEM MOTYT OTHOCUTBCS KaK K BHEIIHHUM, TakKk U K
BHYTPEHHUM HapYIIUTEISM.

4.7. YTteuka wuHPOpPMAIMM TIO TEXHUYECKUM KaHaimam [Ipu mpoOBeACHWH MEPONPHUITUN |
HKCIUTyaTallui TEXHUUECKUX CPEICTB YCTAHABIMBAIOTCS CIIEAYIONINE KaHaJbl YTEUKU WM HapyLICHUs
IIEJIOCTHOCTH MH(OpMAIUK, HapyIIeHHsI pad0TOCTIOCOOHOCTH TEXHUYECKHUX CPEJICTB!

- NMOOOYHBIE 3JIEKTPOMArHUTHBIE HU3Ty4YE€HUS HMH(POPMATUBHOI'O CUTHAja OT TEXHUUYECKUX CPEJICTB
VYupexxaeHus 1 IMHUH nepenadyn HHQopMaIum;

- HaBOJAKM HMH()OPMATUBHOI'O CHUTHAja, 00pabaThIBAEMOI0 TEXHHYECKHMHU CPEJICTBAMHU JIOKAJIBHOMN
BBIUMCJIUTEILHON CeTH YUpeKIeHUs, Ha IPOBOJA U JIMHUH, BBIXOJSIINE 3a MPEEIbl KOHTPOIUPYEMOU
30HBI YUpPEXKIEHUS, B T.4. Ha LIENH 3a3eMJICHUS U DJICKTPONUTaHMS;

- DIIEKTPUYECKHE CUTHAIBl WIH PaIHOU3IYydeHUs, OOYCIIOBICHHBIE BO3JEHCTBHEM Ha CpEACTBa
nepezadyu MHPOPMALMU BbICOKOYACTOTHBIX CUTHAJIOB, CO3/IaBaEMbIX C ITOMOIIBIO pa3Be/bIBATEILHON
anmapaTypsl, o 3uUpy U MpOBOJAaM, JTHOO CHUTHAJIOB MPOMBIIIICHHBIX PAJINOTEXHHUUECKUX YCTPOMCTB
(paauoBelaTeNbHbIE, paINOJIOKAIIMOHHbIE CTAHIIMU, CPE/ICTBA PAAMOCBS3HU U T.11.), U MOIYJISAUENH UX
MH(GOPMATUBHBIM CUTHAJIOM;

- aKyCTHYeCKOe H3Jy4yeHHe HH(OPMATHUBHOTO PEUEBOrO0 CHTHAJAa MM CUTHaNa, O00yCIOBIEHHOIO
(GYHKIIMOHUPOBAHUEM TEXHUYECKUX CPEICTB 00paboTKN UH(OpMaLNH;

- JJIEKTPUUECKUE CUTHAJIbI, BO3HUKAIOIINE TOCPEACTBOM MpeoOpa3oBaHus MH(POPMATUBHOIO CUTHAJIA
U3 aKyCTHYECKOTO B IJICKTPUYECKUU 3a cueT MUKPO(OHHOTO 3(hdeKrTa U pacnpoCTpaHSIOMUECs M0
POBOJAM U JIMHUAM Nepeadd HHPOopMaluy;

- BHUOpAIMOHHBIE CHUTHAJIBI, BO3HUKAIOIIUE TIOCPEJACTBOM IpeoOpa3oBaHus HHGOPMATHBHOTO
AKyCTHYECKOI'0 CHUTHaJla P BO3ACHCTBUUM €r0 Ha CTPOUTENIbHBIE KOHCTPYKLUHU U HHKEHEPHO-
TEXHUYECKHE KOMMYHHKAIMH BbIJCJICHHBIX TOMEILIEHU;

- BO3JEHCTBHE HAa TEXHUYECKHE WM IIPOIPAMMHBIE CPEICTBAa B LEISAX HAPYLIEHUS LEIOCTHOCTU
(YHUUTOXKEHHUSA, UCKaXeHHs]) HHPOpMaluud, pabOTOCIOCOOHOCTH TEXHUYECKHX CpPEICTB, CPEICTB
3alUThl MH(GOPMALUK, aJIpeCHOCTH U CBOEBPEMEHHOCTH MH()OPMALMOHHOTO OOMEHa, B TOM 4YHCIE



JJIEKTPOMArHUTHOE, 4Yepe3 CIEUUaIbHO BHEIPEHHBIE JJIEKTPOHHBIE M IPOrPAMMHBIE CpEICTBA
(«3akmagKm»);

- mepexBaT MHPOpMALMU WINM BO3IEHCTBHE HA HEE C MCIIOJIb30BAHMEM TEXHUYECKHX CPEJICTB MOXKET
BECTHCh HEMOCPEICTBEHHO M3 3[aHUM, pAaCOI0KEHHBIX B HEMOCPEACTBEHHON OJIM30CTH OT OOBEKTa,
MECT BPEMEHHOI'O NpeObIBaHUS, 3aMHTEPECOBAHHBIX B I€peXBaTe MH(OpPMALMKU WU BO3ACHCTBUM HA
Hee JMI IPHU MOCEHICHMM UMH YUpekKICHHs, a TaKKe C IOMOIUBIO CKPBITHO YCTAHABINBAEMOMN
ABTOHOMHOW aBTOMAaTHUYECKOM aInmaparypsl.

V. OcHOBHbIE IPUHIUIIBI OCTPOEHHUS CHCTEMbI 3alIIUTHI HH()OPMAIIUH.

[TocTpoenne cuctembl 3auIUThl UHGOpMAUUU YUpexaeHus U ee (PYHKIMOHUPOBAHUE IOJKHBI
OCYIIECTBIISATHCS. B COOTBETCTBUH CO CJIEAYIOIMMU OCHOBHBIMH ITPUHIIMIIAMH:

5.1. 3aKOHHOCT®.

[IpenmonaraeT oOCyIIeCTBICHUE 3alIMTHBIX MEPONPUSATHH UM pa3pabOTKy CHCTEMBI 3alUThI
uHbopMaluu YUpekIeHUs] B COOTBETCTBHM C JCHCTBYIOIIMM 3aKOHOJATENBCTBOM B 00acTu
uHpopManuu, UHOOPMATHU3AIMHA U 3aIMUTH MHPOPMAIUH, a TAKXKE JPYTUX HOPMATUBHBIX aKTOB TIO
nH(GOPMaLIMOHHON 0€30MMaCHOCTH, YTBEPKACHHBIX OpraHaMH rocyJapCTBEHHOM BIACTH.

[MpunsiTeie Mepbl WHPOPMAIMOHHON O0€30MacHOCTH HE JOJDKHBI MPEMSITCTBOBATH JIOCTYITY
MIPaBOOXPAHUTENbHBIX OpPraHOB B IMPEAYCMOTPEHHBIX 3aKOHOJATEIbCTBOM CIIydasX K pecypcam
KOHKPETHBIX HH()OPMAIIMOHHBIX crcTeM. Bee monb3oBaTeny HHOOPMAIIMOHHBIX CHCTEM Y UPEKICHUS
JOJIKHBI UMETh MPEACTaBIeHnE 00 OTBETCTBEHHOCTH 3a MTPaBOHAPYIIEHUS B 001acTH HHPOPMAIIH.

5.2. CUCTEMHOCTb.

CucTeMHBI TOIX0/ K MOCTPOSHUIO CUCTEMBI 3alIUTHl HHPOPMAIMK B YUPEKICHUH MPEAoiaracT
y4eT BCEX B3aUMOCBSI3aHHBIX, B3aMMOJACWUCTBYIOUIMX M H3MEHSIOIIMXCS BO BPEMEHM 3JIEMEHTOB,
ycinoBuid W (GaKTOpOB, 3HAYMMBIX ISl TIOHMMaHUS W pELIeHUs NpodsieMbl obOecreyeHus
UHPOPMAMOHHON Oe3omacHoCcTH YupexaeHus. [Ipy co3maHuM CHCTEMbI 3alUThl YYUTHIBAIOTCS BCE
cnalOble U Haubosee ys3BUMble MecTa MH(POPMAIMOHHBIX CHUCTEM YUpEKIEHUS, a TaKXKe Xapakrep,
BO3MOXXHbIE OOBEKTHl W HAmNpaBlIeHUsT arak Ha He€ CO CTOPOHBI HApYLIUTENEH, MyTH
HECAaHKLMOHUPOBAHHOTO JIOCTyna K uHpopmanuu. Cuctema 3amuThl JOJDKHA CTPOUTHCS C yUETOM
BO3MOKHOCTH TMOSIBIICHUSI IPUHLIMINAIBFHO HOBBIX IMyTEH peann3anuu yrpo3 6e30MacHOCTH.

5.3. KoMII€eKCHOCTS.

KommiiekcHoe HMCHONB30BAHME METOJOB M CPEACTB  3alIUTHl  MH(OPMAIMOHHBIX CHCTEM
MIpEeIoiaraeT COrjlaCOBaHHOE MPUMEHEHHE MPOTPAMMHBIX U TEXHUYECKUX CPEJICTB MPU MOCTPOCHUU
LETIOCTHOW CUCTEMBI 3allUThl, MEPEKPHIBAIONIEH BCE 3HAUMMBIC KaHAJbl pean3ali yrpo3. 3aiiura
JOJIKHA CTPOUTHCS SUISNIOHHUPOBAaHO. BHemHss 3ammra J0MKHA O0ecleuyuBaThCS (PU3NYECKUMU
CpeAcTBaMu, OPraHU3alMOHHBIMU U MIPABOBBIMU MEPaMHU.

5.4. HenpepbIBHOCTH 3aIIUTHI.

Hns  obOecnedeHust  3TOr0  NPUHOMIA  HEoOXOAMMAa  TOCTOSHHAS  OpraHU3allMOHHAs
(aaMUHUCTpaTHBHAS) TMOJACPKKa (CBOEBPEMEHHAsI CMEHa U 00ecTeueHne MPaBUILHOTO XpaHEHUS U
NPUMEHEHHUS MMEH, Mapojel, Kio4yel mudpoBaHus, mepepacnpeneneHiue noiaHomounii). ITopsaok
MOJTyYEHHUs JOCTyNa K HHPOPMAIIMOHHBIM pecypcaM periaMeHTupyercs B UHCTpyKIuu moab30BaTeNs,
OCYIIECTBIISIONIET0 00pabOTKy MePCOHATBHBIX JAHHBIX HA 00BEKTaX BHIUUCIUTEILHONW TEXHUKH.

5.5. CBOEBpEMEHHOCTb.

[IpenmonaraeTcst ynpexxIawmui Xxapakrep Mep o0ecrieueHuss HHPOPMAITMOHHOW 0€30MaCHOCTH, TO
€CTh IMOCTaHOBKa 3a/1ad MO KOMIUIEKCHOW 3amuTe WH(OpMalud U peaju3anus Mep oOecredyeHus
0e301acHOCTH MH(POPMAILIMK Ha PaHHHUX CTAAHMAX pa3padoTKU MHPOPMALMOHHBIX cucTeM. Pa3zpaboTka
CUCTEMBI 3alllUThl BEAETCS MapajjieIbHO ¢ pa3paboTKOl M pa3BUTHEM caMoOW MONJIEKaIleH 3aluTe
MH(POPMALIMOHHOHN CUCTEMBI.

5.6. IIpeeMCTBEHHOCTh ¥ COBEPILIEHCTBOBAHUE.

[IpennonaraeT MOCTOSITHHOE COBEPIICHCTBOBAHUE MEP M CPEACTB 3alUTHI MHPOPMALIMU Ha OCHOBE
MIPEEeMCTBEHHOCTH OPraHU3allMOHHBIX W TEXHUYECKUX pEIIeHUH, KaJpOBOrO COCTaBa, aHalM3a
(bYHKIMOHUPOBAHUS WH(POPMAIIMOHHBIX CHCTEM YUpPEXKIEHHUS U CHCTEM WH(POPMAIIMOHHON 3alHUTHI C
y4eTOM M3MEHEHUI B METOJaxX U CpelCTBaxX nepexnara MH(OpPMAIMKU, HOPMATUBHBIX TPEOOBAHUN MO
3alTe, JOCTUTHYTOTO OTEYECTBEHHOTO M 3apyOEKHOT0 OIbITa B 3TOW 001aCTH.



5.7. IlepcoHasibHast OTBETCTBEHHOCTb.

[Ipenmnonaraer BO370XKEHHE OTBETCTBEHHOCTH 3a oOecrnedeHrne HWH(GOPMAIUOHHON 0€30MacHOCTH
Ha KaXJI0ro pabOTHHMKAa B Npelenax €ero IOoJHOMOuYud. B COOTBETCTBUM € STUM NPUHIUIIOM
pacnpe/ienieHne mpaB 1 00s13aHHOCTENH PaOOTHUKOB CTPOUTCS TAKUM 00pa3oM, YTOOKI B ciIydae Jito00oro
HapyLIeHHs] KpyT BUHOBHUKOB ObLT YETKO U3BECTEH WM CBEJEH K MUHUMYMY.

5.8. MuHIMH3aMS TOJTHOMOYHH.

[Ipennonaraer npegocTaBiaeHUE MOIb30BATENIM MUHUMANIBHBIX IIpaB JOCTYNa B COOTBETCTBUU CO
cinyxeOHoll HeoOxoaumocThio. JlocTyn kK MHpOpManuu IOHKEH MPeJOCTaBISATHCS TOJIBKO B TOM
ciydqae W 00BEME, €clM O3TO HEOOXOAUMO pPAOOTHHUKY IS BBINOJHEHHS €ro JIOJKHOCTHBIX
00s13aHHOCTEH.

5.9. I'nbxocTh cucTeMbl HHPOPMAITMOHHON 0€30MacCHOCTH.

[Ipenmnonaraer CcHocOOHOCTH CHUCTEMbl HH(POPMAIMOHHON O€30MacHOCTH pearupoBaTh Ha
WU3MEHEHUS BHEIIHEW Cpe/bl U YCIOBUHM OCYLIECTBICHUS Y UPEKICHUEM CBOEH IEATEIbHOCTH. B uncio
TaKUX U3MEHEHUU BXOJAT:

- U3MEHEHHsI OPTaHU3aLMOHHOM U IITATHOM CTPYKTYpPBI Y UpEIKIACHUS;
- U3MEHEHHE CYIIECTBYIONINX WA BHEIPEHNE TPUHIUITHAIBHO HOBBIX HH()OPMAIIMOHHBIX CHCTEM;
- BBO/J| B OKCIUTyaTall0 HOBBIX TEXHUUYECKUX CPEJICTB.

5.10. ITpocToTa MpUMEHEHUS CPEACTB 3aITUTHI.

MexaHU3MBbl U METOJbl CHUCTEMbI 3alIUThl WH(GOPMAIMK JOJDKHBI OBITh MOHSATHBI W TPOCTHI B
UCIONb30BaHUU. [IpuMeHeHHe CpelcTB U METOJOB 3alUThl HE CBA3AHO CO 3HAHHMEM CHELHUATIbHBIX
SI3BIKOB WJIM C BBIITOJTHEHHEM JIEHCTBHMA, TPeOYIOMNX 3HAYUTENBHBIX JOMOJHUTEIBHBIX TPYA03aTpar
npu OOBIYHOM paboTe 3apernCTPUPOBAHHBIX MOJIb30BATENeH, a Takke HE TpeOyeT OT MOJIb30BaTElNs
BBITIOJTHEHHSI MAJIOTIOHSATHBIX €MY OII€paLHii.

5.11. OG0CHOBaHHOCTh M TEXHUYECKAS PEeaTN3yEeMOCTb.

[Ipennonaraer, 4T0 MHPOPMALMOHHBIE TEXHOJOTMH, TEXHUYECKHE M IPOrpaMMHBIE CPEJICTBA,
CpelICcTBa U Mephl 3allUThl MHDOPMAIMKM PEalnu3yloTCs Ha COBPEMEHHOM TEXHHUYECKOM YPOBHE U
000CHOBaHBI JJIs1 TOCTHKEHHUSI 3aJaHHOTO YpPOBHS 0€30MacHOCTH HH(OpPMAauM U 3KOHOMHYECKOU
1[e1eco00pa3HOCTH, a TakKe COOTBETCTBYIOT YCTAHOBJICHHBIM HOpMaM U TpeOOBaHUSAM IO
0e30macHOCTH HHPOPMALIUH.

5.12. Cnernmanu3anus ¥ mpoheCCHOHATHI3M.

[Ipennonaraer mpuBiedyeHHe K pa3paOOTKE CPEACTB U peaju3ald Mep 3alluThl MHPOpMaLUU
CIIEIUAM3UPOBAHHBIX OpraHU3allNi, HanboJee MOITOTOBICHHBIX K KOHKPETHOMY BUAY JESTEIILHOCTH
1o obecnieueHNIo 0€30MacHOCTH HHPOPMAITMOHHBIX PECYPCOB, MMEIOIIUX OIBIT MPAKTUIECKON pabOThI
M TOCYJAapCTBEHHYIO JIMIICH3MIO Ha TMPaBO OKa3aHUs YCIyr B d3Tod obOnactu. Peanuzanus
aJIMAHUCTPATUBHBIX MEp M JKCIUTyaTalus CPEICTB 3aIUTHl OCYIIECTBISECTCS NPOPEeCCHOHATHHO
MOJITOTOBJICHHBIMU CIIEIIMATUCTAMH 3aIIUTHI HHGOPMALIUU Y UpEKICHUS.

5.13. O0s13aTENBHOCTH KOHTPOJIS.

[Ipenmnonaraer o005S3aTeTPHOCT W CBOEBPEMEHHOCTH BBISABICHUS U MPECEUEHUS MOMBITOK
HapyIIEeHHs YCTAHOBJIEHHBIX MTPAaBHUJI oOecriedueHus: 0e30macHOCTH HH(pOpMaIu.

KoHnTponb 3a 1eaTenbHOCThIO TI000T0 MOJIb30BaTeNsl, KaX/I0r0 CPeACTBa 3alIUThl U B OTHOLICHUH
TF000r0 00BEKTA 3aLIUTHI OCYIIECTBIISACTCS HA OCHOBE NMPUMEHEHHSI CPECTB ONMEPATUBHOTO KOHTPOJIS
W PErucTpalliM M OXBaThIBa€T CAHKUMOHUPOBAHHBIE W HECAHKIMOHUPOBAHHBbIE JEHCTBUSA
nosib3oBaresieil. BbisiBieHHble paOOTHUKAMU  YUpEeXKIEHHUS HEJOCTaTKU CHUCTEMBbl  3allUThI
MHpOpPMALUK JTOBOJATCS O CBEACHUS HENOCPEACTBEHHOro pykoBoautenas. O CyIIecTBEHHbBIX
HEJ0CTaTKax cOOOILIaeTCsl PyKOBOJUTEINO Y UPEHKACHHUS.

V1. Mepsl, MeTOabI M cpeicTBa o0ecnieyeHUus HH(PpOpMaMOHHOM 0e30NaACHOCTH.

6.1. Mepsl obecriedeHust HHOOPMAIIMOHHON OE30MTaCHOCTH.

6.1.1. 3akoHomaTenbHBIC (MPaBOBBIE) Mephl oOecreueHus HHGOPMAIIMOHHONW O€30MacHOCTH K
NpaBOBBIM MepaM oOecreueHus HH(POPMALMOHHONW O€30MacHOCTH OTHOCSTCS JACWCTBYIOIIUE B
Poccuiickoit ®enepanii  3aKOHOJATENIbHBIE W HWHBIE HOPMATHUBHBIE AaKThI, PETJIaMEHTUPYIOLIUE
npaBuia oOpamieHuss ¢ HH(oOpMalMel, 3aKkpeIuiioNne IpaBa M OO0S3aHHOCTH YYaCTHHUKOB
WH()OPMAIIMOHHBIX OTHOIIEHWH B Tpolecce ee o0padOTKM ¢ HWCIOJb30BaHMS, a TaKKe
YCTaHABJIMBAIOIME OTBETCTBEHHOCTh 3a HapyIIeHHs STUX mpaBui. [IpaBoBble Mephl oOecreueHHs



WH(POPMAIIMOHHON 0€30MAaCHOCTH HOCAT YIPEXKIAIONMUN, MPOoQHIAaKTHISCKUN XapakTep U TPeOyroT
MOCTOSIHHOM  Pa3bsICHUTENBHOM pPa0OThI € TOJB30BATENIAIMH M OOCITYKHMBAIOIIUM IE€PCOHATIOM
WH(POPMAIIMOHHBIX CUCTEM Y UPEKICHUSI.

6.1.2. TexHnonoruueckue Mepbl odOecneueHus: HHGHOPMALMOHHON OE30MaCHOCTH K JaHHOMY BUIY
Mep oOecrnieueHHs WHPOPMAIMOHHON O€30MacHOCTH OTHOCSTCS TEXHOJOTHUECKHE peIleHUs u
MpUEMBbI, HAINpPaBIIEHHbIE HAa YMEHbBIIEHUE BO3MOXHOCTH COBEpPIIEHUS PAOOTHUKAMHU OIMIMOOK H
HapyIICHUN B paMKax MPEeJOCTABICHHBIX UM MPaB U MOJTHOMOYHUH.

6.1.3. OpranuzanmoHHbsle  (aJMHUHUCTPATUBHBIE) Mephl  oOecreueHus HUHPOPMAIIMOHHOMN
0€30MacHOCTH.

OpranuzanvoHHble (aIMUHUCTPATUBHBIE) MEpbI obecredeHus] HHGOPMAIIMOHHON 0€30MacHOCTH —
3TO  Mephl OPTaHU3AIMOHHOTO XapaKTepa, pEerjJaMEeHTHPYIOIIUE MpoIecchl (HyHKIIMOHHUPOBAHUS
cucteMbl 00pabOTKM MJaHHBIX, HCIOJIB30BAaHUE €€ PECcCypcoB, IESATENBHOCTh OOCITYKMBAIOIIETO
NepcoHaja, a TakXkKe MOPsI0K B3aUMOCHCTBUS MOJIb30BATENEH ¢ CUCTEMON TakKuM 00pa3oM, 4TOOBI B
HauOOJbIIeH CTENEHH 3aTPYJHUTHh WM HUCKIIOYUTH BO3MOXHOCTH peaju3alliu yrpo3 0e30MacHOCTH
WM CHU3WUTH pa3Mep MOTeph B Cilyyae uxX peanuzanuu. Opranu3anuoHHbIMU (aIMUHUCTPATHBHBIMU)
Mepamu obecrieueHus: HHPOPMAIIMOHHOM 0€30MacHOCTH SBJISIOTCS:

- peraaMeHTanys 10cTyna B 34aHUe Y UpexkICHNUS;

- perfiaMeHTaIus 10Mmycka paOOTHUKOB K MCIIOJIb30BAHUIO HH(POPMAIIIOHHBIX PECYPCOB;

- aHanM3 TpeOOBAHMHU K PJIEMEHTaM CHCTEMBI Ha OCHOBE 3asBOK IOJb30BaTENIel Ha 0OCITY)KHUBaHHUE U
MOIU(UKAINIO anMapaTHBIX U MPOTPAMMHBIX PECYPCOB;

- o0ecrieueHHe M KOHTPOJb (PU3MUYECKOW IENOCTHOCTH (HEM3MEHHOCTH KOH(HTypaluu) CpencTB
BBIUMCIUTENFHON TEXHUKHY;

- oOy4deHue MoJIb30BaTeNeil; NesITeTFHOCTD M0 00ecnedeHuo HHHOopMaImoHHON 6€30acHOCTH,;

- ycioBus  00pabOTKM  WMH(GOPMALMOHHBIX  pPECypcoB  KOHOUICHIMAIBLHOTO  XapakTepa,
OTBETCTBEHHOCTh 32 HAPYIIECHUS YCTAaHOBICHHOT'O TIOPSAKA IIOJIb30BAHUS HWH(POPMAITMOHHBIMH
pecypcamu YupexaeHHs.

6.1.4. ®uzndeckrie Mepsl odecriedeHusI HHYOPMAIIMOHHOM O0€30TTaCHOCTH.

duznueckue Mepbl obOecriedeHuss MHPOPMAIMOHHON 0€30MacHOCTH OCHOBaHbl Ha MPUMEHEHHH
MEXaHUYECKUX,  DJIEKTPOHHBIX  WJIM  JJICKTPOHHO-MEXAaHWYECKUX  YCTPOMCTB,  CIEIHAIBHO
MpeHa3HaYEHHBIX I CO3/1aHus (GU3NYECKUX MPEMATCTBUN Ha BO3MOXKHBIX MyTSIX MPOHUKHOBEHUS U
JOCTyIa TOTEHIMAIBHBIX HApYIIMTEICH K 3JeMeHTaM HH()OPMAIMOHHBIX CHCTEM W 3allUIaeMOit
uHbOpMaIuu.

6.1.5. Texuudeckue Mepsl odecreueHusi HHYOPMAITMOHHOW 0€30MacHOCTH.

TexHuyeckue (ammapaTHO-IPOrpaMMHBIE) Mepbl oOecriedueHus: WH(GOPMAIMOHHON 0€30MacHOCTH
OCHOBaHBI Ha WCIIOJIb30BAHUU AJIEKTPOHHBIX YCTPOMCTB M CHEIHAIBHBIX MPOTPAMM U BBITTOJIHSIOIIUX
(caMOCTOSITETFHO UM B KOMIUIEKCE C APYTMMHU CpeAcTBaMH) (DYHKUIWU 3aIIUThl (MACHTUPHUKAIUIO U
ayTeHTH(UKALMIO TIOJIb30BaTeNeH, pasrpaHUYEHHE JOCTyNa K pecypcaM, PEerHCTPaIMi0 COOBITHIA,
Kpunrorpaduaeckoe 3akpbITHe HHPOPMAIIUHN).

VII. OcobenHocTn 00padoTkn HH(pOPMALNH, COlepP KAlLell MepPCOHAIbHbIE JaHHbIE.

7.1. Bce nepcoHanpHble JaHHbIE CYObEKTa Y UpeKISHUs cleayeT Nody4yaTh y HEro caMoro (Jis
oOyyaronmxcst YupexJIeHus OT pojauTeNeil — 3aKOHHbIX mpexactaButeneil). Ecnu mepconanibHble
JJaHHbIE BO3MOJKHO TOJYYHUTh TOJIBKO Y TPETbeH CTOPOHBI, TO CYOBEKT IEpPCOHAIbHBIX JaHHBIX
JIOJDKEH OBITh YBEIOMJICH 00 9TOM 3apaHee U OT HEro JOJKHO OBITh MOJIyUYe€HO MUCbMEHHOE COTJIacHe.

JIOIKHOCTHOE JINIO YUPEeXIEHHS AOKHO COOOUIUTE CyOBEKTY MEPCOHAIBHBIX JAaHHBIX O LENSX,
IpernoIaraeMpIX HCTOYHUKAX U CIIOCO0aX MOTY4YEHHUs IIEPCOHANIBHBIX TaHHBIX, a TAKXKE O XapaKTepe
noJuiexanux noiaydenuto I1J[ u mocnencTBusax oTkasa AaTh NUCbMEHHOE COTJIACHE HA UX MOJYyUYECHHUE.

7.2. YupexxaeHrne He MMEeT IpaBa Mojy4yaTb U 0OpabaThiBaTh JaHHBIE CyOBEKTa MEPCOHAIBHBIX
JAaHHBIX O €r0 pacoBOM, HALIMOHAILHOM NMPUHAIEKHOCTH, HOJUTUYECKHUX B3IJIAAAX, PEIUTHO3HBIX
i GUIocoYCKUX YOSKACHUAX, COCTOSTHUU 370POBbS, YaCTHOM KU3HU. B ciyuasx, HermocpencTBEHHO
CBSI3aHHBIX C BOIPOCAMHU TPYJOBBIX OTHOILIEHHUH, B COOTBETCTBUHU CO CT. 24 Koncturyuun Poccuiickoi
®enepanun paboToAaTenb BIpaBe MOIydaTh U 00padaThIBATh JAaHHBIE O YACTHOM JKM3HU PabOTHHUKA
TOJIBKO C €r0 MUCbMEHHOI'O COTJIacHs.



7.3. CyObeKT NepCOHAIbHBIX JTAaHHBIX CaMOCTOSATEIbHO NMPUHUMAET PELIEHUE O MPEJOCTaBICHUU
CBOMX MEPCOHATBHBIX JaHHBIX U AA€T corjacue Ha uX oOpaboTKy.

7.4. OOpaboTka yKa3aHHBIX JIaHHBIX BO3MOXXHa 0€3 €ro corjiacus B COOTBETCTBHH CO CT.O
®denepanbHbiM 3aKOHOM OT 27.07.2006 Nel52 «O nepcoHalbHBIX JaHHBIX).

7.5. Cornacue Ha 00pabOTKY IEPCOHANBHBIX TAaHHBIX O(OpMIISIETCS B TUCHBMEHHOM BHIE.

7.6. TluceMeHHOe coryiacue Ha 0OpabOTKYy CBOMX MEPCOHANBHBIX JaHHBIX JOJDKHO BKIIIOYATH B

celst:
- (pamunuio, UMs, OTYECTBO, apec CyOBbEKTa MEPCOHANBHBIX JAaHHBIX, HOMEP OCHOBHOTO JOKYMEHTA,
YIOCTOBEPSIOINIETO €r0 JMYHOCTh, CBEICHUS O JIaTe BbIaYM YKAa3aHHOTO JJOKYMEHTA U BBIIABIIEM €T0
opraHe; HauMeHOBaHHUe ((haMUINIO, UMs, OTYECTBO) M aJ[pec oIeparopa, MOJYyYarollero corjacue
CyOBEKTa MepCOHANBHBIX JTAHHBIX; I1eJTh 00paOOTKH MEPCOHANBHBIX JaHHBIX; IEpeYeHb NePCOHATBHBIX
JTAHHBIX, HA 00pabOTKy KOTOPBIX JaeTcsl corjlacue CyObeKTa MepCOHAIBHBIX JaHHBIX; MEpeYeHb
NEHCTBUH C MEPCOHAJBHBIX JAaHHBIX HAa COBEPIICHHE KOTOPBIX IAeTCs COrjiacue, oOIiee OnvcaHHe
HCIIOJIb3YEMBIX OTEepaTOPOM CIOCOO0B 00pabOTKH MEPCOHANBHBIX JAaHHBIX; CPOK, B TEYEHHE KOTOPOTO
JIEHCTBYET coracue, a TaKkKe MOPSIIOK €ro OT3hIBA.

7.7. Cornacue Ha 00paOOTKYy TEpPCOHANBHBIX JIAaHHBIX MOXKET OBITb OTO3BAHO CYOBEKTOM
NEePCOHAJIBHBIX JAHHBIX I10 MMCBMEHHOMY 3aIpOCy Ha UMS TUPEKTOpa Y UpeKACHNUS.

7.8. CyOBeKT NepCOHANBHBIX JaHHBIX HMEET MPaBO Ha MOJyuyeHHUe Cleayrolel nHpopMaIuu:

- CBEJICHUS O JIMIaX, KOTOPBbIE UMEIOT JIOCTYT K NePCOHAIBHBIM JaHHBIM WM KOTOPBIM MOKET OBITh
MPEIOCTaBJICH TaKOW JOCTYM; MepeueHb 00padaThIBa€MbIX MEPCOHATBHBIX JAHHBIX M HCTOYHUK UX
MOJYYEHHUST; CPOKU 00paOOTKU MEPCOHAIBHBIX TAaHHBIX, B TOM YHCIIE CPOKH UX XpaHEHHS,

- CBEJICHUS O TOM, KaKHhe IOPUIUYECKHE MOCIEICTBUS U CyObEeKTa MEePCOHATbHBIX AaHHBIX MOKET
MIOBJIeYb 32 CO00H 00pabOTKa ero MepPCOHAIBHBIX JAHHBIX.

7.9. CyObeKkT mnepcoHANbHBIX NAHHBIX BIpaBe TpeOOBaTh OT oImepaTopa YTOYHEHHsS] CBOMX
NEePCOHATBHBIX JAHHBIX, UX OJIOKMPOBAHUS WM YHUUTOKEHUS B CIIydae, €CJIM MEPCOHAIBHBIX JaHHBIX
ABIAIOTCS HEMOJNHBIMU,  YCTapeBIIMMHU, HEJOCTOBEPHBIMH, HE3aKOHHO TMOJYyYEHHBIMH WM HE
SABJISIIOTCS HEOOXOIMMBIMU JIJIsI 3asIBJICHHOM 11€7T1 00pabOTKHU.

7.10. CsemeHuss O TEPCOHATBHBIX JAHHBIX JOJKHBI  OBITh TPEIOCTABIEHBI CYyOBEKTY
NEePCOHAJBHBIX JTAHHBIX OINEPATOPOM B JOCTYNMHOW (GopMe, U B HUX HE JOJDKHBI COJEpXKaThCi B
MEPCOHATBHBIX JAHHBIX, OTHOCAIIUECS K APYTUM CyOBEKTaM MEePCOHAIBHBIX JaHHBIX.

7.11. JlocTyll K CBOMM MEPCOHAIBHBIM JAaHHBIM TPENOCTABISETCS CYOBEKTY IMEepCOHATBHBIX
JAHHBIX WU €r0 3aKOHHOMY MPEACTABUTEIIO OMEpAaTOPOM IMPH MOIYYEHHH MHUCBMEHHOTO 3ampoca
CyOBEKTa epCOHANBHBIX JaHHBIX WM €T0 3aKOHHOTO mpejacTaBuTens. [IMcbMeHHBIH 3ampoc T0JKeH
OBITh aJIpECOBAH HA UMS IUPEKTOpa YUPEKICHUS WIN YIIOTHOMOUYEHHOTO PYKOBOIUTENIEM JIHIIO.

7.12. CyOBexT B mpaBe 00XajoBaTh B YIOJIHOMOYEHHBIH OpraH IO 3alIUTe MpaB CyOBEKTOB
MEPCOHANBHBIX JAHHBIX WM B CyJIeOHOM MOpsIKE HEMpaBOMEpHbIE AEHCTBHUsS WU Oe3neicTBUs
NEePCOHAJBHBIX JAHHBIX  JOJDKHOCTHBIX JIMI[ YUpexxaeHus npu o0paboTke U 3aliuTe ero
MEPCOHANBHBIX JaHHBIX.

VIIl. O6s3aHHOCTH ¥ TPaBa JOJIKHOCTHBIX JIHII.

8.1. pykoBoaWTeNb YUpeXKIEHUs OpraHu3yeT paboTy IO TIOCTPOCHUIO CHUCTEMBI 3allUThI
MH(POPMALIMOHHOM cucTeMbl. B yactHOCTH:
- HA3HA4yaeT OTBETCTBEHHOI'O 3a OPraHU3alMI0 3aIllUThl MHPOPMALMU M3 YHUCJIA COTPYAHUKOB
Yupexaenus;
- YTBEP>KIAET KPYT JIUL], UMEIOIIMX JOCTYI K 3alMIaeMoi HH(OpMAIMK U MOPAIOK UX paboThI;
- YTBEPXKAAET KOMIUIEKT JOKYMEHTOB, OIpPEACIAIONMX IOJUTUKY B OTHOLLIEHUH  3aLUTHI
MHQOpPMALIMM B YYPEXKIEHUM, a TakkKe JIOKaJbHbIE aKThl, YCTAHABJIMBAIOIIUX MPOLEIYpHI,
HaIIpaBJICHHBIC HA NPEIOTBPAILCHUE U BBISBIICHUE HAPYIICHUM 3aKOHOAATENbCTBA PD.

8.2. OTBETCTBEHHBIH 32 3aIIUTY UH(OPMAITUH:
- paspabaThiBaeT OPTraHU3ALMOHHO-PACHIOPSAUTEIBHBIE JOKYMEHTHI IO BOMNPOCAM  3alllUThHI
nHpopmanuu mpu e€ 00padboTKe ¢ MOMOIIBIO0 HHHOPMAITMOHHOW CUCTEMBI;
- KOHTPOJMPYET UCIIOIHEHNUE IIPUKA30B U PACIOPSKEHUM BBILIECTOAIIMX OPraHU3aluil 0 BOIIPOCaM
obecnieueHust 6€30mMacHOCTH HH(DOPMAIINH;
- oOecrieunBaeT 3aluUTy HH(GOpMaIUK, UPKYIUPYIOLIed Ha 00beKTax HH(OPMATH3ALINY;



- TPOBOJUT CHCTEMATHYECKUH KOHTPOJb pabOTHl CHUCTEM 3alIUThl MH(POpPMALUHU, TPUMEHSIEMBIX B
MH(POPMALIMOHHOM CHCTEME, a TaKXkKe 3a BBIIOJHEHHEM KOMIUIEKCAa OPraHU3allMOHHBIX MEPOIPHUITUI
1o o0ecnieueHnIo 0€30MacHOCTH HH(OPMAIIHH;
- IPOBOJIUT MHCTPYKTAXK MOJIb30BaTeNIel HHPOPMALIMOHHOM CUCTEMBI,
- KOHTPOJIUPYET BBINOJHEHUE AIMHHUCTPATOPOM HWH(POPMALMOHHOW CHCTEMBI OO0S3aHHOCTEH IO
oOecnieueHNI0 (YHKIIMOHMPOBAHUS CHUCTEM 3aIlUThl MH(OpManUM (HACTpOilka M COIpPOBOXKACHUE
MOJICUCTEMBI yTPABJICHUS JIOCTYIIOM TIOJIb30BaTelNlsl K 3alMIaeMbIM HH()OPMAIMOHHBEIM pecypcam
MH(POPMALIMOHHOM CUCTEMBbI, aHTUBUPYCHAs 3alllUTa, Pe3epBHOE KOMMPOBAHUE JAHHBIX U T.1.);
- KOHTPOJIMPYET TOPSAOK Y4€Ta M XpaHEHUS MAIIMHHBIX HOCUTENeH KOH(HICHIIHATIBLHON
uH(hopMaIuu;
- ydacTByeT B paboTax IO BHECEHHIO H3MEHEHHMH B amNlapaTHO-NPOrPaMMHYI0 KOHQUTYpPAILUIO
UH(QOPMALIMOHHON CUCTEMBI;
- ompeenseT MOPSJOK M OCYHIECTBISIET KOHTPOJb PEMOHTA CPEACTB BBIUMCIUTENILHOW TEXHUKH,
BXOJSIUX B COCTaB MH()OPMAITMOHHON CHCTEMBI;
- MPUHUMAET MEpPHI MO ONEePATHBHOMY HM3MEHEHHUIO IMapojeil MPpH YBOJBHEHUH WU TMEPEeMEIIeHUU
COTPYAHMKOB, MIMEBIIMX JIOMYCK K UHPOPMALIMOHHON CUCTEME;
- TpeOyeT yCTpaHEHUs BBIABICHHBIX HAPYIIEHUH U HEOCTATKOB, 1a€T 00sS3aTEIbHbIC JJIs1 UCTIOTHEHUS
yKa3aHus 110 BoIIpocaM o0ecrieueH sl MOJIOKEHUH HHCTPYKLUH 10 3aIiuTe UH(OpMaIuHy;
- TpeOyeT OT paOOTHUKOB TPEACTABICHHUS MUCbMEHHBIX OOBSICHEHUH M0 (hakTaM HapyIICHHUS peXuMma
KOH(HIEHIINATIbHOCTH;
- B Cly4ae BBIABICHHS MOIBITOK HECAaHKIMOHWPOBAHHOTO JOCTyNa K MH()OPMAIMM WA TOMBITOK
XMILIEHHS, KOIMPOBaHMS, W3MEHEHUs, He3aMeUINTEIbHO NPUHUMAET Mepbl IIPEeceYeHUus M
JIOKJIQIBIBACT PYKOBOJIUTEIIO Y UPEkKICHUS,
- 00 MMEILMXCA HENIOCTATKaX M BBIABICHHBIX HapyIIEHUSX TpeOOBaHUH HOPMATUBHBIX U
PYKOBOIAIIMX TOKYMEHTOB IO 3amure WHGOpMAIMHM, a TaKkkKe B YCTAaHOBJICHHBIE CPOKH
HOJTrOTABIMBACT HEOOXOAMMYIO OTUYETHYIO JIOKYMEHTAllUI0O O COCTOSIHUM paboT 10 3aluTe
uH(pOpMaLnH.

8.3. HecooTBeTrcTBHE Mep YCTaHOBJIEHHBIM TPEOOBAaHMSIM WJIM HOpMaMm IO 3alluTe WHGOpMAIMH,
SBIISICTCS. HAPYIICHUEM U BIICYET aJMHHUCTPATUBHOE HAKAa3aHHWE OTBETCTBEHHBIX JIUI] B COOTBETCTBHU
C 3aKOHOJATEILCTBOM PD.

IX. 3akaounTe/IbHbIE HOJ0KeHHS.

9.1. [TonoxeHne BCTyNaeT B CHITy C MOMEHTA €r0 YTBEPKICHHUSI.

9.2. TlonoxeHue SBISETCS  JIOKAJIBHBIM aKTOM 00pa3oBaTelabHOro YupexaeHus. Brecenue
M3MEHEeHUH U nonojHeHu B [lonoxkeHne ocymecTBiseTcs B MOPSAIKE €ro NPUHATHS.

9.3. Hacrosimee IlonoxxeHue MoXeT OBITh HM3MEHEHO (JONOJIHEHO) JIOKAJIbHBIM aKTOM
00pa30BaTENbHOIO YUpeKICHUS.
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